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Department of Commerce
Bernie Kritzer
Department of Commerce
Norm LaCroix
Department of Commerce
Harvey Monk
Department of Commerce
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Department of Commerce
Frank Niranjan
Department of Commerce
John Priecko
Department of Defense
Debbie Proctor
Department of Commerce
Sheila Quarterman
Department of Commerce
Joan Roberts

Department of Commerce
Joe Ruth

National Security Agency
Lisa Sampson-Wenger

Department of State
Chuck Woods
Department of Commerce
Minutes

1. Opening Remarks & Presentation of papers or comments by the public ‑ Jim Wyatt

Jim Wyatt welcomed the public to the meeting and asked if there were any papers or comments from the public.  There were no papers or comments.

2. Regulations Update – Sharron Cook

Sharron Cook gave a briefing on the Wassenaar Regulation and Medical Note.

3. BIS Management Update – BIS Undersecretary Kenneth I. Juster

Juster spoke about the following topics:

US-India business council:  The council’s objective is to increase high technology commerce between the two countries. There was substantial liberalization of the US India sanctions in 2001. The two countries are engaged in cooperative programs to enhance India’s export control system, including internal reforms like those that have been put in place in China.

Transshipment Country Control Initiative (TECI): TECI is being implemented because of the critical nature of the TECI countries (Singapore, Malaysia, Thailand, Hong Kong, Cyprus, Taiwan, etc.) in the transportation of exports.  These countries represent a critical choke point if things go wrong. There is a need to monitor security of containers coming into the US and to make sure transportation hubs are not being used by terrorists. TECI includes “Best Practices” for companies involved in transportation as well as Government-to-Government initiatives and private company initiatives. BIS received written comments on TECI from RPTAC’s Terry Murphy and Anne Marie Banner. TECI represents a better foundation for secure trade.  Compliance by companies with TECI guidelines will be a mitigating factor in determining penalties.

New Website for BIS: The new website is more user friendly, and has a better appearance. Juster welcomes comments on how to improve it further. Guidance in various languages will be added soon.

New Regulation Exports and Reexports to Iraq: UN sanctions are ending.  OFAC administration of exports continues.  A draft regulation is pending in interagency review.  It will be made available to the TAC in near future. License policy will be similar to other countries in region.

Penalty Guidelines Regulations: Designed to bring regularity to the processing of cases.

Appropriation Bill: Study of apparel and textile industry in relations to armed forces.

More Attachés in foreign countries ‑ India and Hong Kong ‑ TECI  hub countries.

Internally reviewing knowledge controls and deemed export regulations. BIS hopes to provide helpful clarifications in these complex rules.

2004 budget request pending on Hill, creation of Office of technology evaluation.

Jim Jochum will be leaving when they schedule his appointment evaluation to ITA. There are some very good candidates for his replacement.

RPTAC Comment:  Penalty Guidelines ‑ RPTAC would like an opportunity to work with BIS on this subject.

Juster Reply: Once BIS is comfortable with the draft, BIS will share it with the RPTAC.

BIS would like to be transparent, fair, and reasonable.

RPTAC Question: When can we expect removals from India Entity list?

Juster Reply: BIS looks at entity list on an ongoing basis. July 1 and 2, first meeting of substance of India high technology working group. July 1st private sector meeting in the Ronald Reagan center concerning finance and nano‑technology and life science and other technologies.

RPTAC Comment: What is the status of the EAA renewal?

Juster Reply: BIS wants to improve export process. Administration made a major effort to get an EAA through the Hill, but ran into bad timing and other important issues. The EAA got edged out.  Various pieces of legislation being drafted by various members of Congress, may take different forms than previously seen.  BIS would only support legislation that would support our mission.  Do not have a piece of legislation out there presently.  Want to make internal reforms in the meantime to achieve our overall objectives.

RPTAC Comment: Encryption is still subject to stringent processes. We may need your (Juster’s) help to improve it.  There has been as much clarification as there can be without making changes.

RPTAC Comment: License processing: cases aren’t being escalated to the OC in a timely manner as is required by the Executive Order.

Juster Reply: Congress has written letters to the Administration to change the processing, but BIS is not in the process of changing the process. Matt Borman is going to provide statistics later, but the average processing time has gone down. One of our real efforts has been to make people stick to those processing times, and to work on the classifications, commodity determinations, etc.  The part that we control is done efficiently, but we do not have control over when it leaves the building for review.  Then there are certain sectors that have longer processing times, like night vision.

RPTAC Comment: EAA:  There needs to be education of the Congress to let them know what outdated legislation we are working under, what can industry do to educate the Hill?

Juster Reply: There is a debate to remove the MTOPS requirement from legislation, and to develop a new metric to control computers.  Notification requirement was misunderstood by Congress.  Industry could put forth effort to educate Congress.

4. Iraq Sanctions & Licensing Update ‑ Joan Roberts and Anne Connaughton, BIS

Current regulations are the results of years of sanctions and restrictions.

There is authority from Congress to waive certain restrictions –e.g., denial policy.

There are four Treasury Department general licenses for EAR99 items, humanitarian exports, etc.

UN sanctions mostly lifted (arms, antiquities still subject to sanctions) – member states can implement broad general licenses. 

Still need an OFAC license for CCL items. OFAC STILL HAS LICENSE AUTHORITY.

There needs to be more interagency review of updated draft regulation.

There are still proliferation concerns with respect to Iraq.

RPTAC Question: Is OFAC on board with the draft?  

Roberts’ Reply: Yes. (Assets still blocked, SDNs still there, and more SDN’s may be ID’d.)

RPTAC Question: OFAC licenses are still required for items “controlled by DOC”. What does “controlled by DOC” mean?

Connaughton Reply: “Controlled by DOC” means subject to a DOC license requirement (so most AT items are out from under license requirement).

5.  Mandatory AES ‑ Harvey Monk & Chuck Woods, Census

There was a meeting last week with Customs.  

There are plans for some form of Option 4.

(3) Step AES implementation process: Rough diamonds, USML and CCL items, and other export shipments

Final Rule will implement Kimberly Process for rough diamonds.  We hope the rule will be published in June.  Legislative deadline is July 1.

USML:  (8) new data elements will not be added to SED, just to AES records.

AESDirect will be ready by the time this rule is implemented.

Final rule in June will make USML and CCL items mandatory in AES, effective 30 days after publication, implementation date 90 days after publication..

All other shipments: Will issue a program notice in June, take comments, notice of proposed rule making in Fall, will allow 60 days for comments.  You will be given at least 180 days to implement this rule into your business processes.

RPTAC Comment: EAR99 that requires a license will not require mandatory AES per this first rule

RPTAC Comment: ITAR is silent about releasing shippers responsibility to file; FTSR and EAR say that you can shift responsibility for filing.

Reply: State will issue an interim final rule in conjunction with Census rule.  Will require paper SED with AES record in initial stages.

AES license certification: All submitters must have at least (1) licensed individual to file AES records. Why do this?  To increase confidence of people submitting and selected to submit. Who must be licensed? Freight forwards, USPPIs, Agents.

To be licensed, must be (21) years of age, have Social Security number, pass background check, pass test on filing information (not export control regulation knowledge).  After an individual is licensed, the company can apply for a permit.  There will be a fee to cover the background check.

RPTAC Comment: Can permanent residents be licensed?

Reply: Yes, will include those that have green cards.

RPTAC Comment: How does a background check meet your intended goals?

Reply: If the Government is going to back these people, then they ought to be reputable.  This process will be less restrictive than the Customs Broker license process.

RPTAC Comment: What is the authority to charge fee for a license.  Isn’t this an export tax?

Reply: It is a fee for service, not a tax. 

RPTAC Comment: Census may have a civil liberties problem, not getting access to any information, just filling in a form. Isn’t it the company’s responsibility to make sure of the bone fides of the licensed individual?

Reply: The plan was to model it after other government programs, like the Customs brokers license program.

RPTAC Comment: When will they have to have this license?

Reply: By mid 2004.

RPTAC Comment: This will raise the cost of doing business. I like the idea of professionalizing the job, but it is too specific, not broad enough.

Example, the empowered official that submits the license does not need a background check, but a person that files the AES does.  It doesn’t make sense.

RPTAC Comment: Aren’t there systems that bond people, then they would be responsible for doing the background checks?

RPTAC Comment: Who needs to be certified?  You should certify the company as opposed to individuals.

Reply: You can license one individual per company that wants to file.

Issues identified, that do not have answers:

O legislation authority

O cost of license

O definition of filing location

O infrequent shippers, how to deal with them

O whether to license all people that file or just the intermediates

RPTAC Comment: The fee is $120, what is done for this kind of fee? There may be a privacy issue.

Reply: One of the companies we talked to is the company that does the checks for all of DOD.  In the program notice we will be providing much more detail on issues you identified.  We recognize that this is an issue and will address this.

RPTAC Comment. Is the regulation going to outline the scope of the check?

Reply. Yes

RPTAC Comment. Have you contacted a number of companies? Or just one?  Have you listed specifics about what they can check? Can we look at that?

Reply: We will get with you on that.

RPTAC Comment: The ACLU will be against the background checks.

RPTAC Comment:  Why are you burdening the AES mandatory regulation with a new requirement for licensing people to file?  There are some companies/individuals that are adverse to any red tape ‑ this will affect exports.

Reply: Outside of CCL and ITAR exports, people did anything and everything.  We are in a new era.  Change is coming because of post 911 security.

RPTAC Comment:  Currently there is a test to be able to become an AES filer, why can’t  we expand on this?

Reply:  It is limited.

Option 4: State is drafting regulation to cover the ITAR.  In their regulation there will no longer be Option 4.  Air and Truck (8) hours, Ship and Rail (48) hours prior to departure.

Commerce ‑ subject to licensing agency

Non CCL and ITAR ‑ must be in compliance with export regulations, no foreigners to apply on behalf of US companies, file letter of intent, must be repetitive exporter with at least 12 exports per month

10‑99 shipments ‑ have to have been shipping in AES for (6) months with a good record.

Option 3 goes away with implementation of mandatory AES.

Other things that change that have not been addressed – see Powerpoint presentation 

6. Deemed Export Licensing ‑ Bernie Kritzer, BIS
FY2003 800 licenses/year – less than 2% denied

Processing time is 52‑55 days

25 companies submit 80+% of licenses

Renewals or technology upgrades almost 70% license volume

Russian & Chinese – about 80% of total

New hire to focus on FBI process, outreach

Conditions: case‑by‑case, don’t impose metrics

(4) generic conditions: what technology is for; advise when you get green card for individual; sets of conditions for each technology

technology control plans; interagency visits proposed, possible TCP requirement in regulations

web guidance, broadened outreach

Streamlining renewals: looking at options

BIS would like to know how are TSR limits affecting you, especially with respect to hiring foreign nationals?

Growth in OSTFPC licensing volume ‑ night vision & low $

Bernie thanked RPTAC for help on conditions

Night vision discussion

SARS ‑ expedited procedures for cameras

RPTAC Comment:  There is no TSR limit on technology for chips, so why is there a TSR limit on computers? 

RPTAC Comment: Expand CIV in Cats 3 & 5?  

Reply: Can’t comment on what’s going on internally

(Lunch)

7. Pending Regulations ‑ Hillary Hess

Unverified list into EAR?
Still need General Order 3?

8. New Encryption Regulations ‑ Norm LaCroix

70% fewer licenses, 4 days quicker turnaround

review 15% more applications, 20% quicker (versus 3 years ago)

outreach efforts around the US

Encryption “housekeeping regulation”: 

O implementing the Wassenaar 2002 agreements

O License Exception BAG ‑ personal use accompanied and unaccompanied

O Clarified that EAR does not control medical equipment that contains encryption items

O Clarified License Exception TSU provisions

O License Exception BAG ‑ tools of trade clarifications

O Check List to assist exporters in determining license requirements

Complexity of Encryption Controls:

Would like to have a 30 day review process

Notifications, reports, specifications/tech data collected, licensing

Streamlining

RPTAC Comment: What do you need from us?

Reply: Patience, specific case examples where the outcome was different than you expected. Where are the unknowns, value of reported data, 

RPTAC Comment: When will we know where you are and what direction you are going?

RPTAC Comment:.  We would like you to look at notification of 64 Bit, post shipment notification, identification of what is the definition of high end routers that you want to control.

Reply: Not preset in our notions on how to streamline the processes.

RPTAC Comment:  It would be good by the next meeting to have some type of plan and direction.

RPTAC Comment: On simplification there is going to have to be some give and take, higher and lower levels of control, some issues that need to be tied up. EU enlargement ‑ need to be added to Supplement #3, decontrol of management encryption, some of these need to be addressed and shouldn’t be dismissed because they are hard to do.

Reply:  EU + 8 shouldn’t be a problem.  Types of encryption products can be considered.

RPTAC Comment. Encryption components issue did not have a meeting of the minds. Are you open to discussing that issue? Deputy level decision?

Reply: Components that go into making a mass market item.  What would be helpful is if you could come up with Wassenaar treatment that is different than the way the US treats components.  

RTPAC Comment:  They don’t require review.

RPTAC Comment:  Procedure of extending the procedure of EU + 8 for other items on the list.

Reply:  Country Groups are out of date, but no immediate move to change them.

9. Work Group Status Reports

Multilateral Controls:  Looking forward to meeting with Karan Bhatia and Rick Cupitt on TECI.  Would like round table on how those countries are handling their export controls ‑ maybe in September or December. Would like Japan included to discuss specific controls like computers.

Enforcement: BIS is working on a making the penalty guidelines more transparent. RPTAC will comment on draft guidelines.

Encryption: Encryption ‑ get together to think about what to do to assist BIS and what issues we need to escalate.

Procedures: Issues from Harvey on AES. We will distribute comments.

Technology Controls: Keep in touch with Bernie on issues and with Ken Juster 

Discussion of Offsite Committee Meeting: Will let people know next week whether there will be a meeting offsite.

10. Elections

Is this for the remainder of the term or for a full 2 year term?

Full term. 

Nominations: Vera Murray nominated Keith Melchers.  She said he was a man of great integrity, straight forward answers, helpful, all around nice guy. Terry Murphy seconded the nomination.

Other nominations ‑ None

All in favor ‑ unanimous vote of support

11. Jim Wyatt parting words, meeting adjourned
