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Questions to be addressed:

1) What kinds of products would be described in
proposed control list entries ECCN 4A005 and
4D004 that should not be controlled?

2) Is there a way to interpret the existing language
t control these things?

the control text, including
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History: Immunity
and Penetration
Testing Tools
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Immunity CANVAS Ver: 6.66 | Current Session: default (—[o][x]
File Listeners Session Help

G X A current [ o> 168.1.16 Current - 0.0.1 i ﬁSht
creen o

Target Host Stop Exploit 0OS Config ~ Callback Target(s)

Modules Search Node Tree Exploit Description

ALL < || clientd GO | | Node Management CANVAS World Map CmadLine
O Raw (| Regex

Name Description

acrobat_exec Acrobat/Foxit Reade ID: 0

adobe_shockwave_rcslchunk Adobe Shockwave rt¢ IL:‘ll*Terpi' Add a Host

ms10 026 MPEG Layer-3 codec

java_docbase Java IE Plugin "docp; Add a Host: 192.168.1.25|

firefox_appendchild Mozilla Firefox Use-

client_side_report Creates spreadsheef "-7-'-':::_-_;-‘.._,__\ Cancel
: ID: 0->0

pty_shell Grabs a shell with a 192.168.1.16

-- 8 results for that query --

Current Status Canvas Log Debug Log Data View

Status Action Start Time End Time Information
P 00000 ClientD started on 192.168.1.19:8080... 02:17:41 PM 02:18:09 PM ClientD

Set Covertness: 1.0
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) 2 siLica {%
[ SILICA 7.22beta1] - Uptime: 0:01:23 | APs: 34 | Ad-Hoc: 0 | Clients: 8 | Probes: 12 | Most Active Probes: 'Marisa: 1 STEFY: 1 Falabs«

Session Filter

@
SILICA = %@ Y S IMMUNITY og
START STOP PREFERENCES UPDATE
Network Listing | Cookie Viewer Fake AP Passwords Log Info KeyRecovery
v Clients ESSID Data Quality Signal Channel Encryption Cipher Type  Auth
IC:68:42  0:0 Speedy-6842A2 n  orw 24dPm 11 WPA TKIP, AES/CCMP AP PSK, WPS(ON)
59:03:A0 1 0:1 mengueche Discover key 6 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
F?:D4:Al 0:0 ESTUDIO Edit Key | 6 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
JD:54:41 3:0 La Estacion Casa de Arte Edit SSID 1 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
FEBAD  0:0 SPEEDYWIFI Sniff on this channel 1 WEP AP
0:9E:15  0:0 Speedy_sxwsc4 Disable this network | | ., wicn AP
F7:DB:7  0:0 Home \IL‘JP Get WPS PIN (Full bruteforce) TKIP AP PSK, WPS(ON)
26:2E:4C  0:0 casita 0 32% 74deny  Get WPSPIN (try only default pins) AP WPS(ON)
ICGTEOC 0.0 Viejo 0 31% -75dBn  GetWPSInfo AP
2:7ACE 0:0 Trapacero 0 30% -76dBm 5 WPA AES/CCMP AP PSK, WPS(ON)
dD:61:81  0:0 Fibertel WiFi750 0 27% -78dBm 11 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
4B:2B:C  0:0 Viejo 0 27% -78dBm 11 WEP AP WPS(ON)
33:8B:E2  0:0 CINTSAN 0 27% -78dBm 8 WPA AES/CCMP AP PSK, WPS(ON)
TA:AZE 0:0 Lidia 0 26% -79dBm 6 WEP AP
11:B0:F¢  0:0 THORNFIELD 0 26% -79dBm 4 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
dMD:65D  1:0 Fibertel WiFi876 0 25% -80dBm 11 WPA AES/CCMP, TKIP AP PSK, WPS(ON)
AS5:1F:D: 0:0 Fibertel Prov 0 20% -84dBm 11 None AP
:c:10:ce [N 0:0 cuce 0 41% -67dBm 11 WPA TKIP AP PSK
54:51:71 8 0:0 Fibertel WiFi448 0 40% -68dBm 1 WPA AES/CCMP, TKIP AP PSK
1:A1:C" M 0:0 Fibertel WiFi 0 36% -71dBm 1 WPA TKIP AP PSK
dD:61:8: M 0:0 wifi gasparovic 0 36% -71dBm 1 WPA AES/CCMP, TKIP AP PSK
CaThal x-1 L3 LA 4 el Dend Ta D Ll AEC/rrAAD TVID DCW¥ \wiDCil MryEM

A0

Storing recovered key in database: 90:67:1C:68:42:A8 []

™ M) silicau@ubuntu: ~

-1 Terminal

W [SILICA7.22be...

\AIDA

AD

Recover Key Clear window Expand | Channel Hop :
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@INNUENDO

INNUENDO — An Advanced Penetration Testing tool for modeling Advanced Attackers

Overview

INNUENDO raises the bar for the state of the art in persistence and data exfiltration solutions. Based on a flexible, modular
architecture, INNUENDO offers nation-grade advanced attack capabilities to commercial penetration testing teams.

E‘ Download Innuendo slick PDF

* INNUENDO breaks from the current penetration testing model by using a message passing protocol that is completely
decoupled from any transport layer. This allows for a wide range of communication channels which are easily integrated
into your INNUENDO solution. Examples include: HTTPS, DNS, ICMP, PDF, Social Media, and steganographic injection
into popular image hosting services.

» Persistence can be maintained via any one of many ways, determined at deploy time. That means no static indications of
compromise! Persistence methods are modular and updatable throughout the life of the deployment. INNUENDO
functionality can be written, deployed and updated in Python without ever touching disk and is encrypted and signed for a
specific INNUENDO instance on deployment.

» Each deployed INNUENDO has a unique SHA1 hash which prevents one-stop binary fingerprinting.

INNUENDO can be deployed entirely from memory via e.g. a CANVAS exploit, a post-exploitation CANVAS module, or
from another INNUENDO instance. INNUENDO can run as an injected DLL or as its own process.

INNUENDO instances employ strong encryption for C&C messages, which renders the communications opaque to
listeners and frustrates post-event forensics.
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Browse Events

Search Results
226

Date Parent Binary

April 10, 2014,
3:26 p.m.

C:\Windows\system32\svchost.exe

April 10, 2014, C:\Windows\system32\services.exe

303 p.m

April 10, 2014, Ciwmindows\system3a2isvchost exe

256 p.m

April 10, 201 C:AProgram Files\Citrix\SelfServicePluginSelfServicePlugin. exe
255 p.m.

April 10, 2014,
2:48 p.m

C:\Program Files\Google\Update\GooglelUpdate. exe

April 10, 2014,
248 p.m

ChwWindows\system32\ Searchindexer. exe

* Sandbox - o Docs

Binary

C:\Windows\System32\siui.exe
C:\Windows\system32uaskhost.exe
CAWindows\System3Aisiul. exe

C:AProgram Files\Citrix\SelfServicePlugin\SelfService.exe

CAProgram Files\Google\Update\Google Update. exe

C\Windows\system32\SearchFilterHost. exe

Cmdline

C:\Windows\System32\

taskhost.exe ${Ag0)

CAWINdoWS\Sy sten

"C:AProgram Files\Ci

"C:\Program Files\Go

"CAWindows\system3z2

Welcome, nico

Usemame

Y wiN-MEPOP1QIB13I
H NT AUTHORITYILOCAL
SERVICE

ﬂ WIN-MEPOP10JB1 30
ﬂ WIN-MEPOP1QIB13ix

?g NT
AUTHORITY\SYSTEM
Wi~

AUTHORITYSYSTEM

Station

WIN
MEPOP1QUB13

WiN-
MEPOP1QUB13

WIN
MEPDP1QUB13

WIN
MEPOP1QIB13

WIN-
MEPOP1QUB13

WIN-
MEPOP1QUB13
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Log out
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Covered by

"Intrusion
Software"
CANVAS, INNUENDO and SILICA
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Text cannot be
"interpreted” to
avoid penetration
testing software

“Intrusion software”
“software” specially designed or modified to

AVOID DETECTION by 'monitoring tools' or to DEFEAT 'protective countermeasures'
and

Performing any of the following :
EXTRACTION of data or information or MODIFICATION of system or user data
or

MODIFICATION of the standard execution path of a program or process in order to allow
the EXECUTION of externally provided instructions.

The Unspoken Casuaty;
custnem inols, which it
ok usast o commencial




Why not?

Penétratlon Testing
icitly as close




A word about El

While not aiming to defeat
countermeasures initially, when you
n mt_rusmn, you often want




The Unspoken Casualty:
custom tools, which are
often used for commercial
consulting

SERVICES OVERVIEW

Censuting Services Consulting Services Overview
Immunity offers specialized attack and as ment sanaces. Induding
penalrstx:ﬂ |ES|II'|g. ap:-l-:aﬂon assesamants, VLIIﬂeI'BDIII‘:r' snaryss. reverss
enginearng, architectuns review and source code review.

Mew clients are oflen surprised 1o keam aboul the existence of ungublicized
of unpatehed vidnerabiliies in exposed systems, Repest cients benelt fom
familiarty and a client-speciic knowlsdge-basa &3 Immundy and the client
wiork together over time.

All clients learn about real levels of exposure - not misleading tatse negative
or falsa positive reports as genarated by typical commarcial vulnerability
SCANNETS.

Fmimunity's team abways employs the perspeclive and philosophy of an
attacker. Thiz provides the client with a realistic peture of their level of
exposure and an ability 1o adequetaly measure the nsk essccisted with

technokogy deployments.

Tnz links here provide an cveraew of Immunity's methodology and
approach to dalivering assessment servicas. For mora information, please
contact sales@immunityincdotsom
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Consulting Services

Adversary Simulation
Application Vulnerability Analysis
Digital Executive Protection
Exploit Development & Reverse
Engineering

Network Security Assessment
Penetration Testing

Process Review

Source Code Analysis

Web Application Testing
Wireless Security Assessment

Consultants

When Choosing a Service Provider

SERVICES OVERVIEW

Consulting Services Overview

Immunity offers specialized attack and assessment services, including
penetration testing, application assessments, vulnerability analysis, reverse
engineering, architecture review and source code review.

New clients are often surprised to learn about the existence of unpublicized
or unpatched vulnerabilities in exposed systems. Repeat clients benefit from
familiarity and a client-specific knowledge-base as Immunity and the client
work together over time.

All clients learn about real levels of exposure - not misleading false negative
or false positive reports as generated by typical commercial vulnerability
scanners.

Immunity's team always employs the perspective and philosophy of an
attacker. This provides the client with a realistic picture of their level of
exposure and an ability to adequately measure the risk associated with
technology deployments.

The links here provide an overview of Immunity's methodology and
approach to delivering assessment services. For more information, please
contact sales@immunityincdotcom.




"Unauthorized"

3) If not, what changes to the
control text, including to the
definition of "intrusion software,"
would be required to ensure that
those items are not controlled?




We are all more secure when we
know the ground truth about our
security
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