MINUTES OF MEETING

Committee Title:	Information Systems Technical Advisory Committee (ISTAC)

Date:			May 22-23, 2019

Time:			May 22 from 9:09 AM to 11:30 AM (open session)
				May 22 from 11:40 AM to 5:05PM (closed session)
				May 23 from 9:19 AM to 12:05 PM (closed session)

Location:		May 22 in Room 3884, HCHB
				May 23 in Room 3884, HCHB
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PUBLIC/OPEN SESSION (May 22, 2019)

The meeting opened at 9:09 AM.  Approximately 25 people were in attendance.

Opening and Announcements:  ISTAC DFO Anita Zinzuvadia began the meeting by explaining the long interval since the last meeting in November 2018: The meeting planned for January 2019 was cancelled due to the partial government shutdown and was not rescheduled. The meeting planned for April 2019 was postponed because the ISTAC Charter lapsed and the meeting could not be rescheduled until a new Charter was approved.

Jonathan Wise of Keysight Technologies, Inc. (and ISTAC chair) continued the meeting with introductions and request for comments from the public.  Bill Root raised a concern that 4E001 is eligible for TSR but that portions of 4E001 are controlled for MT, and MT is systematically not eligible for TSR.  This issue was referred to the Cat 4 Working Group.


Meeting Dates:  The next meeting dates are:

· Wed-Thurs, Jul 24-25, 2019 (location TBD)
· Wed-Thurs, Nov 6-7, 2019 (Wash DC/BIS/HCHB)


Elections for Co-Chair: Jonathan Wise explained that the position of ISTAC Co-Chair is vacant due to Henry Brandt’s resignation from the committee. Anita Zinzuvadia conducted an election for co-chair.  A motion to nominate Mark Renfeld was offered and seconded; Mark was unanimously elected as co-chair.


Working Group Reports: Key points from the Working Group reports were: 

Cat 3A (reported by Jonathan Wise): This group has been working on ideas for proposals for the 2020 Wassenaar cycle; details will be presented as a separate agenda item in open session today.

Cat 3B (reported by Jeff Rogers): There has been no activity in this group since the last meeting.

Cat 4 (reported by Mark Renfeld): Maintenance of the AP Practitioner’s Guide has been transferred from Henry Brandt to Mark Renfeld. The 4E001/TSR issue raised today by Bill Root will be taken up by this group.

Cat 5p1 (reported by David Lindsay): There has been no activity in this group since the last meeting.

Cat 5p2 (no report): There was no report from this group because none of its members were present at the meeting.

Cybertool (reported by Mark Renfeld): There has been no activity in this group since the last meeting.


Old Business/Open Business:  The usual review of old/open business was not scheduled for this meeting.


Industry Ideas for 2020 Wassenaar Proposals:  Jonathan Wise presented an overview of ideas for possible Cat 3/4/5 Wassenaar proposals for 2020. This overview was limited to proposals that re new/out-of-box since last year. An expanded discussion, including proposals that carried over from last year, is planned for the July meeting.

-3A1b3: This proposal seeks to add a Note (or Technical Note) to the 3A1b3 controls on microwave transistors, to clarify what it a transistor that is within scope of 3A1b3 and what should be evaluated against 3A1b2 or 3A1b4. Notionally, the proposed Note would be:
Note 3 Input-matched and impedance-matched transistors are not discrete transistors, [as][because] they contain other circuit elements. If these other circuit elements are integrated monolithically with the transistor, then the device is evaluated for control by 3.A.1.b.2, otherwise it is evaluated for control by 3.A.1.b.4.
Doug Carlson of M/A-Com (and ISTAC member) will take the lead to write this proposal.
-3A2c1: This proposal would modify the control to replace Resolution BandWidth (RBW) with another yet-to-be-determined parameter.  RBW exists in the controls for signal analyzers because it was thought to be the inverse of pulse modulation width for signal generators (entry 3A2d1). However, from a technical standpoint industry questions whether the control on RBW adequately achieves the desired national security goal. Identification of an alternate control parameter will require more study and will be coordinated in the Cat 3A Working Group.
-3A2h: This proposal would offer editorial rearrangement of the entry for improved clarity; no change in scope of control is contemplated.  The issue is that currently 3A2h requires a combination of both 3A2h1 and 3A2h2 such that the only valid ECCN is 3A2h (no subparagraph), the result of which is that critical information on bit-resolution is hidden.  The goal is to offer editorial rearrangement to provide for valid subparagraphs for each range of bit resolution. Jonathan Wise will take the lead to write this proposal.
-3A2 Modular Instruments: This is a notional proposal to investigate the emergence of modular instruments in the 3A2 space where previously there were one-box instruments.  The 3A2 controls are written largely as combinations for frequency range and some other parameter: this is appropriate for one-box instruments but is not necessarily appropriate for modular instrument because they intentionally separate functions into separate modules.  Development of this proposal will require more study and will be coordinated in the Cat 3A Working Group.
-3B2: This proposal would add a new subparagraph within 3B2 to control test equipment specially designed for testing items specified by 3A1b12.  The rationale is that 3A1b12 itself was created quite recently to recognize an important class of items (T/R modules).  Entry 3B2 currently controls test equipment specially designed for testing items specified by 3A1b2 or 3A1b3, and it may be a logical extension to include 3A1b12. Development of this proposal will be coordinated in the Cat 3A Working Group.
-3A225: This proposal is in infancy; it would seek clarification or scope change to 3A225 (Nuclear Supplier’s Group entry) to address the possibility that some frequency changes controlled by 3A225 might be pertinent for testing of electric automobiles. Development of this proposal will require more study and will be coordinated in the Cat 3A Working Group.
-Action: The several Working Groups will continue to review their respective proposals, with intent to submit well-researched proposals to BIS as soon as possible, and in advance of the cutoff date that is expected to be on or about November 1, 2019.


Timeline for Wassenaar Proposals:  Anita Zinzuvadia provided an overview of the timeline for Wassenaar proposals for 2020: BIS would like to receive fully-developed (well-researched) proposals by October 31, 2019. If ISTAC members have ideas, those should be submitted in draft form as early as possible so that there is time to work with BIS over the summer to review and, as appropriate, develop them into full-formed proposals. The overall schedule is that proposals are due to Wassenaar in late February; there are Wassenaar EG meetings in April and October; and a Plenary session in early December.
-Dave Robertson asked whether the ISTAC should submit a placeholder proposal for ADC for the 2020 cycle; the sense of the ISTAC was this this was not necessary.


Bug Bounties:  Katie Moussouris of Luta Security spoke about bug bounties. Key points were:
-Cybersecurity is the fastest-growing tech sector worldwide, yet cybersecurity continues to be a risk. Even when patches are available, they are not always applied consistently or quickly.
-Three aspects of cybersecurity are Vulnerability Disclosure, Penetration Testing, and Bug Bounties.
· Vulnerability disclosures: Anyone outside your organization can report vulnerabilities to you.  You should follow the ISO standards for vulnerability disclosure (ISO 29147) and vulnerability handling processes (ISO 30111).
· Penetration Testing: This is “hackers for hire” via a consulting arrangement, typically using consultants who have passed an employment background check. Contracts and NDAs make this a planned process.
· Bug Bounty Programs: These are “cash for bugs” programs that are structured and targeted. It is desirable to avoid NDAs in these programs.  Bug Bounties work only if you can fix the bugs!
-When a cyber-event occurs, real resources must be expended to respond to it, even if it was a test.  And, whether or not an act was authorized, the perpetrator may assert/claim that it was authorized.
-Triage of bug reports is a thankless job. Microsoft reportedly receives 150,000-200,000 non-spam messages annually at their secure@microsoft email node.
-Not all bugs are equal. There is a spectrum of vulnerability characteristics (quantity, lease of discovery, likelihood of re-discovery); patching dynamics (technical difficulty of remediation, logistics of remediation, average life of a vulnerability); market dynamics (third-party market for the vulnerability, market size, existence of bug bounty programs); human dynamics (type of attacker [e.g., criminals, states, patriots, etc.], size of the researcher pool, attacker motivation [political, financial, reputational]).
-Hacking events (“Hack the Pentagon”, “Hack the Army”) have attracted significant numbers of participants and generated significant numbers of valid reports, with the first vulnerability reports being generated within only a few minutes of the start of the event.
-The Uber hack ended with negotiation of the bug bounty payment up from $10,000 to $100,000 and an agreement that the hacker sign an NDA.
-Dave Aitel asked about locations of the labor market for bug bounties. Katie explained that it is mostly in India. Dave continued by asking about China and Eastern Europe. Katie responded that China has changed their rules/requirements such that bugs must be reported directly to the manufacturer, and it is unclear if bug bounty programs are compliant.
-Dave Robertson asked why triage is an unpleasant job. Katie explained that Microsoft splits the job descriptions very finely such that triage is considered less prestigious than R&D. Also, most bug bounty hunters have no incentive to want to do triage work; they generally prefer to work independently.
-Steve Lita asked for clarification on the timeline requirements within the ISO standard. Katie explained that the only timeline requirement is that the organization receiving the report must acknowledge receipt within 14 days; there is no timeline requirement to respond (analyze/fix) the bug.  However, there is an implication that the responsible R&D team should take some actions towards creating a fix for the bug.
-Noel Matchett asked whether there are efforts to write better code and do more testing before the code is released. Katie agreed that this would be the best approach and opined that it would be a better use of resources.
Action: This presentation was informational in nature and no actions were proposed or required.


Advanced Semiconductor Lithography Status in China:  Franklin Kalk of Toppan Photomasks provided an overview of semiconductor lithography in China. Key points were:
-China does not possess critical lithography technology. David Lindsay asked whether this includes Taiwan; Franklin responded that this is specifically PRC. Mark Renfeld asked for elaboration on the meaning of “not possessing the technology”; Franklin explained that this means that China cannot product the technology indigenously.
-Intellectual property protection is the key success factor in delivering and maintaining a competitive position in China.
-Toppan protects IP by knowing and following export control guidelines, and sees export control guidelines as sufficient in the lithography space. This continues as the technology gap between the advanced countries and China narrows
-Toppan is a diversified printing company. Among its business areas are secure printing (e.g., passports), interior décor materials (e.g., wallpaper), electronics (e.g., LCD displays, touch panels, anti-reflective films, photomasks).
-China is the largest semiconductor market and is becoming larger (semiconductors are pervasive in society and market growth is broad-based). China is the largest producer of electronics, and most semiconductors are purchased by Chinese manufacturing companies to build electronics (53% of all chips in 2018 vs 63% of all chips in 2017); those chips are imported from the main producing countries (Taiwan, Korea, US, Japan).  This business situation is a significant incentive for China to manufacture semiconductors.
-The geographic footprint in China for both wafer manufacturing and chip packaging is large. The third wave of semiconductor investment in China was very successful (whereas prior waves were less successful due to lack of infrastructure).
-China has a large ongoing investment in semiconductor infrastructure: it is #2 in investment in equipment/tools and #1 in investment in fabs. More than half the cost of a modern semiconductor wafer facility is for lithography equipment, and lithography is the key technology used in manufacturing semiconductors.
-The status of semiconductor lithography in China is that all semiconductor technologies prior to EUV are in production in China. The manufacturing technology is imported. Materials, equipment and design automation software are readily available. China has a well-developed design industry (third behind US and Taiwan). China has mass-production for all technology nodes 40 nm and large; they are working on implementation of 20 nm; they are in engineering phase for 14 nm; and in R&D for 7/5 nm. In fact, 7/5 nm is only at Intel (US), TSMC (Taiwan) and Samsung (Korea).
-David Lindsay asked what wavelength is used for UEV; Franklin responded that it is 13.6 nm.
-China has no or only primitive capability for lithography technology components. The key countries of origin of these technologies are Japan, Netherlands, Taiwan and US.
-The intellectual property status for lithography in China is:
· To feed its huge demand for semiconductors, China is expanding its semiconductor manufacturing base rapidly.  This will succeed.
· China imports virtually all the semiconductor manufacturing technology it uses.
· Lithography is the key semi manufacturing technology.
· Can this manufacturing success be duplicated in lithography technologies?  Not now.
-Intellectual property considerations are:
· The lithography industry houses a huge patent and trade secret infrastructure (Netherlands, Japan, USA, Germany, Taiwan, Korea).
· With little IP or manufacturing base in lithography technologies, Chinese companies are far behind those in the countries of origin (5-10 years, depending on technology).
· Most at-risk: software (easy to steal), wet process equipment (easy to copy).
· Copying complex lithography tools is extremely difficult (and probably futile).
· Key success factor is to protect the IP of advanced tools and materials, i.e., export but don’t share.
-China’s IP landscape ranks 25 of 50 (US is near the top; Venezuela is at the bottom) (per US Chamber of Commerce Global Innovation Policy Center International IP Index – 6th Edition, Feb, 2018). Key areas of strength are: 1) Patent and copyright reform extends protection and strengthens enforcement; 2) Growing recognition and upholding of IP rights across different levels of government and enforcement agencies; 3) Strong efforts to raise awareness of and leverage value of IP rights in academic and private spheres. Key areas of weakness are: 1) Level of IP infringement remains high; 2) Interpretation of IP laws can be fragmented and out of sync with international standards; 3) Ability to secure adequate remedies for infringement remains a challenge in many cases; 4) Barriers to market access and commercialization of IP; 5) Insufficient legal safeguards, particularly for trade secrets, remain an obstacle.
-One factor in the IP landscape is systemic efficiency (i.e., how efficient are government processes). China is very efficient in granting patents to Chinese companies, but less so to foreign companies.
-Toppan’s experience with releasing lithography to China has been an internal policy to not release the latest technology. Until ca 2018, they released technology that was 10 years old, but this gap has narrowed to about 4 years. Toppan manages this as a “titration model”:
· Transfer what is necessary; control & document everything from home base.
· Be prepared to respond to IP requests.
· Know what is expendable and what we want to protect.
· Adhere to our Export Control and Quality policies.
Additionally, stay engaged with employees and authorities.
-Toppan is adapting to China’s technology ramp (from 65 nm downwards) by sending more Japanese expats to manage tech transfer.
-A key summary point is that it is essential to understand what is expendable versus what needs protection. To this end, Toppan has detailed technology reviews six times per year.
Actions: This presentation was informational in nature, and no specific actions were proposed or required.  Toppan and the ISTAC 3B Working Group will maintain contact to address lithography issues when and as they arise.

The open session was adjourned at 11:30 AM.


CLOSED SESSION (May 22, 2019)

The May 22 meeting resumed in closed session at 11:40 AM. Approximately 18 people were in attendance.

ISTAC Charter:  This session was a review of the new ISTAC charter.
-Jonathan Wise began with a paragraph-by-paragraph comparison of the previous (2017) and current (2019) charters. Changes include:
· Multiple editorial/stylistic updates, to improve grammar and clarity.
· Statutory authority citation has been updated to refer to ECRA
· Objective and Scope updated to be “forward leaning focusing on the current use of such technologies and projecting their likely effects five to ten years in the future for national security, the U.S. defense industrial base, and the overall health and competitiveness of the U.S. economy.”
· Description of Duties has been updated to include semi-annual “reports [that] will provide an assessment of key export control concerns/trends in the information systems sector. The Committee will also provide its assessment of emerging dual-uses technologies in its area of focus and provide a forward-looking projection of potential military and civilian uses of such technologies.”
· Member term has been changed from four years to two years.
-Anita Zinzuvadia continued by explaining that the requirement for semi-annual reports may have been adopted accidentally, by copying from the ETTAC charter, and that she is working with BIS management to understand this.
-Dave Robertson asked whether some ISTAC members should also have membership in some of the other TACs. Anita responded that there is membership reciprocity between the TACs.


Threat Briefing: This session was a classified briefing and details are intentionally omitted in these (unclassified) Minutes.


Zero-Day (0day): ISTAC members Dave Aitel and Ryan Speers delivered a briefing on the market and use of unpublished vulnerabilities (0day). This covered technical aspects such as definitional difficulties, historical trends, pricing, and notable issues with regulatory frameworks.
-Graphically, the inter-relationships are as shown in the Figure

[image: ]
-Other key points were:
· "Violating Security Boundaries" is a problematic term for regulatory or legal language (it difficult to define)
· Determining what "is and is not a code flaw" is technically difficult, and consequently is difficult to put into legal/regulatory language.
· Code does not implicitly have "intent".
· In this technology space, export regulations therefore have an inherent gravity towards "end use" controls (a position that has been expressed by the ISTAC).
· Additionally, regulating 0day also depends on a determination of what is "known" and "not known" to the public at large (or, in certain cases, to a subsection of the public)
· There are many standard uses for 0day including: testing security products, validating mitigating factors, penetration testing
· Importantly, any patch will contain within it the information needed to derive a particular vulnerability (or set of vulnerabilities). One cannot distribute fixes without implicitly distributing the information needed to create exploits.
· 0days are often created in the private sector and research community. It is a common mistake to think the most "powerful" 0days are created by governments.
· The best public research on this difficult topic is the Rand paper: https://www.rand.org/pubs/research_reports/RR1751.html. 
· From a defensive standpoint, Matt Miller of Microsoft has made an excellent presentation (note his use of "hacker/researcher" terminology: https://github.com/Microsoft/MSRC-Security-Research/blob/master/presentations/2019_02_BlueHatIL/2019_01%20-%20BlueHatIL%20-%20Trends%2C%20challenge%2C%20and%20shifts%20in%20software%20vulnerability%20mitigation.pdf 
· Google's Project Zero has another great public resource: https://googleprojectzero.blogspot.com/p/0day.html 
· The original Immunity paper on this topic: https://www.immunityinc.com/downloads/0day_IPO.pdf 
· Likewise, a private Cyxtera report on Chinese OSINT was shared with ISTAC.
· International efforts at "Dual Use" in this space were also discussed.
Action: This presentation was informational in nature and no actions were proposed or required. The ISTAC Cyber working group will respond as necessary.


USML Cat XI and Automotive Radar:  David Lindsay of Intel (and ISTAC member) provided an overview of entries within USML Cat XI that may apply to automotive anti-collision radar. Key points were:
-Advanced Driver Assistance Systems (ADAS) include radar because of its utility in low visibility situations and as an aid to other sensors.
-ITAR controls might apply to automotive radar because this civil technology is advancing, and many radar features are covered by the ITAR.  Goals of this presentation are to raise industry awareness and to suggest possible regulatory relief.
-Entries in the ITAR that might apply are:
1. XI(c)(10)(iv) “Antenna, and specially designed parts and components therefor, that determine signal angle of arrival of less than two degrees (e.g., interferometer antenna)”
-At 100 m distance, 2 degrees is ~3 m, which is far too crude a resolution for automotive use. Additionally, null steering is also controlled in XI(c)(10), and might be implemented to avoid swamping nearby receivers (i.e., it might be necessary to steer the null towards nearby vehicles that have the same model of radar).
2. XI(a)(3)(xxi) “Radar employing non-cooperative target recognition (NCTR) (i.e., the ability to recognize a specific platform type without cooperative action of the target platform)”
-Pedestrians, bicycles, etc. do not carry transponders and could therefore be interpreted as “non-cooperative”.
-“Platform type”, is defined in the note to paragraph (a)(3)(xxi): The definition of “type” in this paragraph is that provided in 14 CFR §1.1, which only refers to certification of aircraft and airmen, and two examples of “type” are given (Lockheed Constellation [1951] and Douglas DC-7 [1953]).
3. XI(a)(3)(xxii) “Radar employing automatic target recognition (ATR) (i.e., recognition of target using structural features (e.g., tank versus car) of the target with system resolution better than (less than) 0.3 m)
-This is similar to entry 1 above (XI(c)(10)(iv).
-The resolution of 0.3 m (~1ft) is too crude to distinguish bicycles, dogs, children, etc.
4. XI(a)(3)(xii) “Radar incorporating pulsed operation with electronics [sic] steering of transmit beam in elevation and azimuth
-Elevation might not be important for automotive radar.
-Maybe this entry should have a minimum range, which for be appropriate for detection of aircraft, and larger than needed for automotive radar, which is relatively short range.
5. XI(a)(10)(xxv) “Radar that sends and receives communications”
-Possible communications that could be implemented in automotive radars include vehicle speed, type of vehicle, and indication of emergency vehicle.
-Dave Robertson opined that this functionality is probably not deployed in current automotive radars.
6. XI(a)(10)(xxiv) “Radar employing waveform generation for LPI other than frequency modulated continuous wave (FMCW) with linear ramp modulation
-Automotive radar would not be LPI (Low Probability of Intercept), but might not be FMCW (might choose unique waveforms to avoid interference).
-The applicability of this entry to automotive radar is speculative
7. XI(a)(1)(xxviii) “Radar target generators, projectors, or simulators, specially designed for radars controlled by this category”
-The automotive industry (e.g., NHTSA) will need to provide calibrated reference targets.
8. XI(c)(6) “Radio frequency circulators of any dimension equal to or less than one quarter (1⁄4) wavelength of the highest operating frequency and isolation greater than 30 dB”
-This could be used as switch for high-power transmit/receive modules, to drop the signal from the transmit side to protect the receive side when using the same antenna.
-Doug Carlson commented that one quarter (1⁄4) wavelength and isolation greater than 30 dB is very unique, and that isolation greater than 19 dB is more typical.
9. XI(a)(3)(ii) “Synthetic Aperture Radar (SAR) incorporating image resolution less than (better than) 0.3 m, or incorporating Coherent Change Detection (CCD) with geo-registration accuracy less than (better than) 0.3 m, not including concealed object detection equipment operating in the frequency range from 30 GHz to 3,000 GHz and having a spatial resolution of 0.1 milliradians up to and including 1 milliradians at a standoff distance of 100 m”
-This could be used for mapping, but is speculative for automotive use.
-Automotive radar is 79-86 GHz
-SAR works in the direction perpendicular to motion
-1 mrad = 3.4 arc-minutes
-0.1 mrad at 100 m = 1 cm
10. XI(a)(3)(iii) “Inverse Synthetic Aperture Radar (ISAR)”
-ISAR uses the motion of the target and works best perpendicular to the vehicle motion.
-There are no numerical thresholds in this entry, which means that it would capture any/all ISAR
-This is speculative for automotive use.
11. XI(a)(3)(xi) “Instrumentation radar for anechoic test facility or outdoor range that maintains positional state of an object of interest in a received radar signal through time or provides measurement of RCS [radar cross section] of a static target less than or equal to minus 10 dBsm [decibels above one square meter], or RCS of a dynamic target”
-This could have a role as instrumentation radar for testing
-Pedestrians and bicycles have RCS <10 dBsm
-There is a need for calibrated reference targets.
12. XI(c)(11)(i)…(viii), numerous radome controls
-It is unclear if these are pertinent for vehicles.
AESA Controls (phased array antennas).
-These may involve items (MMICs with phasers, or T/R modules) controlled by XI(c)(4)
-The intent is to control phased array antennas
-DOD is very serious about controls on AESA.
MMIC Power Amplifier Controls (CCL 3A001.b.2)
-The 3E001 technology control is NS-1 with no license exceptions (which is similarly restrictive as the ITAR).
-For automotive radar, power >10 mW (10 dBm)
Suggestions for regulatory relief
-Some regulatory relief will be essential for the US automotive radar industry to be successful
-One possibility is to create a carve-out for automotive radar, analogous to 6A008 which has a decontrol note for civil automotive radar. Other possible carve-outs are 79-86 GHz (international automotive radar band); up to +55 dBm (~300 W) EIRP (the FCC unlicensed limit, and even 1 W EIRP is sufficient for automotive radar); range <300 m (automotive radar is short range).
-There are many ways to provide regulatory relief for automotive radar; we should seek ways to engage DOD in this discussion.
-Dave Robertson commented that of these 12 ITAR entries, four are real conflicts today; 2-3 are for testing and instrumentation; and the remainder are speculative. If there would be discussion with DOD, it may be preferable to omit the speculative items lest they weaken the case (i.e., distract from the entries that have actual technical conflicts today). Also, it may help to identify competing EU-based companies.
-Paul Ledet noted that EU-origin products that are non-ITAR because of their origin might nevertheless require ITAR import licenses upon entry into the US.
Action: No specific actions were considered because these are ITAR issues, not EAR issues. The Cat 3A Working Group may look at this further when and if appropriate EAR regulatory opportunities arise.

Working Group Sessions: The meeting broke into Working Group sessions, and today there were two parallel sessions: Cat 3A, and Cat 4/Cat 5p2/Cyber.  Each session lasted approximately 30 minutes. Summaries were not presented to the full ISTAC.


The open session was adjourned at 4:00 PM.

[bookmark: _GoBack]
image1.png
exploit logic

shellcode

' -
Oday .

knowledge of what others know





