Three Broad Categories Of Control Impact
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Intrusion Software Controls

(4A - Systems, Equipment, Components)
Proposed ECCN 4A005

« “Systems,” “equipment,” or “components” therefore, “specially

designed” or modified for the generation, operation or delivery of, or
communication with, “intrusion software”

* Intrusion software: (Cat 4) “Software” “specially designed” or
modified to avoid detection by ‘monitoring tools’, or to defeat
‘protective countermeasures’, of a computer or network-capable
device, and performing any of the following:

a) The extraction of data or information, from a computer or
network-capable device, or the modification of system or user
data; or

b) The modification of the standard execution path of a program or
process in order to allow the executions of externally provided
Instructions



Intrusion Software Impacts
(4A - Systems, Equipment, Components)

Systems and Processes

(4A005)
Equipment/Components Specially Designed
Commercially Available (Internal/External Service)
Becomes a
Penetration

“System” **

*Commercial equipment
when combined to create a
“penetration system” is
“specially designed” to
penetrate, and is thus Al
captured for control by the
rule



Multi-National Network Penetration Testing

A Diagram of Geographical & Technological Complexity
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Colored Lines indicate various methods of network attack such as phishing, poorly configured passwords on modems .
insecure card readers, insecure wireless modems, onsite social engineering (tailgating), etc.




