
Considerations on Intrusion Software Products

Collin Anderson 
ISTAC, October 28, 2015



History of Controls FinFisher, U.K. and Bahrain



Growing Market

Concerns Over Going Dark



Wassenaar Origin Items Surveillance Items



Wassenaar Origin Items
• FinFisher (formerly Gamma Group) 

• HackingTeam 

• DigiTask 

• AGLAYA 

• RCS Lab 

• Gr Sistemi (Dark Eagle) 

• Clear-Trail Technologies (QuickTrail) 

• Stratign (Spy Phone) 

• SS8 (Interceptor) 

• iPS (ITACA).



U.S. Origin Items Intrusion Software



Intrusion Software Considerations on Surveillance Technologies



Intrusion Software
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Software (4D004) Intrusion Software



  Technology for 
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End User Limitations Intrusion Software



End Use Requirements Intrusion Software



End Use Requirements Intrusion Software



Continual Updates Intrusion Software



Lawful Interception vs. Penetration Testing
• the system is specially suited for integration with particular Intrusion Software packages or control 

systems; 

• the exporter maintains partnerships with Intrusion Software vendors; 

• pertinent patents or sales material make reference to lawful interception or surveillance use cases; 

• the system is sold as a package with Intrusion Software and whether any Intrusion Software product 
is reliant on the system or operation in question for operation; 

• the product is primarily marketed to, or only sold to, law enforcement or intelligence agencies; 

• the end recipient is a law enforcement or intelligence agency, or an entity with known relationships to 
such sectors, and the possible use cases for such customers; 

• the primary placement or capabilities of the device would enable its end recipient the ability to 
tamper with public access networks. 

Outside of TSU, these are end use and end user qualifications, not technical definitions.



Proposed Rule Recommendations

• Apply the Technology and Software — Unrestricted (TSU) license exception to 
cybersecurity software. 

• Issue broad license authorizations for transfers of penetration testing software and 
hardware that does not qualify for license exceptions to non-governmental use and users. 

• After adopting license exception TSU and broad license authorizations for non-
governmental use and users, tailor the licensing process for remaining items specifically to 
human rights concerns regarding cybersecurity items. 

• Provide guidance on the “generation” component of ECCN 4D004 to decontrol certain 
classes of development tools. 

• Narrow the control on technology for the “development” of Intrusion Software so that it 
only applies to transfers to government end users or for military or law enforcement 
purposes. 

• Issue clear guidance on key terminology introduced into the text of the rule.



Documents: http://cda.io/ 
Contact: collina@gmail.com 

http://cda.io/

