Regulations and Procedures Technical Advisory Committee -- Minutes 
March 23, 2016
Open Session
Keith Melchers, chair – Welcome and introductions

Kevin Wolf, Assistant Secretary for Export Administration – BIS Update
Discussed five Export Control Reform pending rules: those harmonizing definitions and destination control statements between the Export Administration Regulations (EAR) and the International Traffic in Arms Regulations (ITAR); those proposing revisions to Categories XII and XIV of the ITAR and corresponding EAR rules; and the rule proposing revisions to Categories VIII and XIX of the ITAR and the corresponding EAR rule.  BIS is working with Directorate of Defense Trade Controls on satellite topics.  With respect to cyber intrusion, The U.S. proposed to remove technology controls agreed to by the Wassenaar Arrangement in 2013 and to continue discussion on hardware and software controls; BIS plans to issue a proposed rule on the topic in future.  Assistant Secretary Wolf’s “subjective assessment” is that the commodity jurisdiction and commodity classification processes are going well overall, and that they have improved in recent years.  Discussed the listing of ZTE Corp. and related entities on the Entity List and the impending publication of a temporary general license that will restore the licensing status quo ante to two of the entities until June 30, 2016.
Randy Wheeler, BIS – Intrusion and Surveillance Controls
Noted that the U.S. has proposed removal of technology controls in the Wassenaar Arrangement’s 4.E.1.c, technology for the development of intrusion software and referenced Commerce Secretary Penny Pritzker’s letter to that effect of March 1, 2016.  Anticipates that the Wassenaar Arrangement will take up the matter in mid-April 2016.
Presentations by the Public
Alan Cohn, Coalition for Responsible Cybersecurity (CRC) – Wassenaar Arrangement 2013 Intrusion and Surveillance Controls
Presentation arguing the ineffectiveness of and potential danger posed by the current control text on intrusion software and hardware.  Emphasized that, with respect to penetration testing items, intentions, actors and uses may be different; the products are the same.  Noted that there are other ways to achieve the goal---sanctions. CRC supports re-negotiation of intrusion technical controls and strongly urges U.S. government review of intrusion software and hardware controls.
Mara Tam, HackerOne – Wassenaar Arrangement 2013 Intrusion and Surveillance Controls
Agreed with arguments advanced by CRC.  Presentation argued the inherent unfitness of the Wassenar Arrangement to address fast–moving cybersecurity issues. Illustrated this point by describing implementation difficulties and inconsistencies in the European Union and other member countries; describing an attempt to revise the technology control, which required redefinitions of software, applying scoping notes, and altering catch-all controls but still did not work that well; and using a real example (STUXNET) to show the problematic nature of the control.
Kevin Wolf, Assistant Secretary for Export Administration – Additional BIS Update
Presented statistics on BIS activities, including that Japan, Germany, the United Kingdom, and South Korea are the top destinations receiving 600 series items, mostly aircraft parts classified as Export Control Classification Number 9A610.

Omari Wooden and Theresa Gordon – Census Bureau
Theresa Gordon provided an update on the transition from the Automated Export System (AESDirect) to the Automated Customs Environment (ACE).  Census is closing out AESDirect accounts in phases through mid- to late April; users can retrieve information already filed.  There is a one-time vetting requirement for new Employer Identification Numbers in ACE.  Omari Wooden noted that the proposed revisions to the Foreign Trade Regulations published March 9 were open for public comment until  May 9; the “single window” environment is the overarching change.
Robert Rawls – Customs and Border Protection
Pilot program for post-departure filing of export information (Advance Export Information or AEI) is progressing; there have been no big changes since the last update.  They will look at the data and evaluate the progress. A pilot program to automate DDTC licenses is in the planning stage.
Hillary Hess, BIS Regulatory Policy Division – Published Regulations
Enumerated rules published since last meeting (1/27/16 – 3/16/16).
Work Groups
Practices and Procedures – Dennis Farrell and Karen Murphy
Drawing on recommendations from President’s Export Council Subcommittee on Export Administration, preparing memo to focus on changes to the SNAP-R system and amendments to licenses.
Multilateral Controls – Ed Gillespie
Appreciate BIS’s review of the intrusion software issue and decision to go back to the Wassenaar Arrangement on it; noted that an even stricter Israeli rule has been proposed.

Encryption – Ed Gillespie
Looking at Wassenaar Arrangement changes.

Adrienne Braumiller – AES 
Will review proposed Census Bureau rule and join group on Option 4 (post-departure filing of export information).

Compliance and Enforcement – Ben Flowe
Discussing penalty guidelines.

Technology Controls – Jeff Rittener
Nothing additional to report.
Keith Melchers
Adjourned open session.
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