MINUTES OF MEETING

Committee Title:	Information Systems Technical Advisory Committee (ISTAC)

Date:			January 24-25, 2018

Time:			January 24 from 9:05 AM to 5:00 PM
				January 25 from 9:00 AM to 12:30 PM

Location:		January 24 in Room 3884, HCHB
				January 25 in Room 3884, HCHB


Agenda Item Presentations/Discussions:

PUBLIC SESSION (January 24, 2018)

The meeting opened at 9:05 AM.  Approximately 35 people were in attendance.

Opening and Announcements:  Henry Brandt opened the meeting with apologies from Jonathan Wise who was unable to attend due to a winter cold.  Introductions followed, and there were no comments from the public.
 
Meeting Dates:  Future meetings dates will be as listed below. The July meeting has been scheduled to avoid conflict with the annual BlackHat conference.

· Wed-Thurs, Apr 25-26, 2018 (WashDC/BIS/HCHB)

· Wed-Thurs, Jul 25-26, 2018 (location TDB)

· Wed-Thurs, Oct 31-Nov 1, 2018 (WashDC/BIS/HCHB)

· Wed-Thurs, Jan 23-24, 2019 (WashDC/BIS/HCHB)


Working Group Reports:    Key points from the Working Group reports were: 

Cat 3: there were no activities to report

Cat 4 (reported by Henry Brandt): members have been active providing data and feedback to BIS on multiple proposals (including 3E2).

Cat 5p1 (reported by Henry Brandt): continued activity on WA proposals for this round.

Cat 5p2 (reported by Roz Thomsen): Work continues on possible proposals, especially in the area of IoT and cypto activation.

Cybertool (reported by Mark Renfeld): active discussions centered around intrusion controls.


Old Business/Open Business:  No old business items were discussed at this time.


Localized barriers to trade in the ICT sector:   Cary Ingram, ITA spoke about the work his office does in reducing trade barriers for ICT hardware.  Goals include limiting local content restrictions, technology transfer requirements, test & certification hurdles so that US exporters are not unduly disadvantaged.  They work with both governments and industry trade associations and are expanding into additional technology sectors.   After initially focusing on China and India, their work now includes Vietnam, Turkey, Brazil and more.  
Roz Thomsen remarked that TPP had some prohibitions on crypto import restrictions that might be a good model for use elsewhere in negotiating.  Dave Aitel asked if crypto regulations are used as a form of trade restriction and Cary indicated that national security is often used as justification.  Cary also pointed out that policies for fostering growth that have worked in one country do not necessarily translate to other countries.  Joe Young inquired about whether ITA has any regulatory authority and Cary replied that they do not.  He said that ITA will be soliciting industry and public comments in the future and that will be announced in the Federal Register.

Actions: This presentations/demonstration was educational, informing ISTAC of complementary activities in the USG.  No specific follow-up actions were proposed or required.


SQL Injection:  Dave Aitel and Mark Renfeld presented an in-depth look at one of the most common malicious attacks on websites, accessing SQL databases that are nearly ubiquitous.  SQL is a popular database which dates back to the early 1970s and has a simple query capability that developed with little concern about security.  Sanitizing inputs is a serious challenge and many SQL implementations will allow search terms that can return information in the form of error messages.  A malicious user can build up knowledge of the database structure and develop an attack which typically involves creating a new user that can then extract database entries (e.g. passwords) that would have otherwise been prohibited.

What is particularly challenging for the infosec community is that the tools for offense and defense are exactly the same.  Controls such as 4D4 are problematic as a result.  Best practices today include: Web Application Firewalls (but these filters are imperfect), preemptive scanning to find and fix exposures, modern web application languages which reduce exposures, additional database permissions, and source code scanning (but this usually generates lots of false positives and is challenging at scale).   

Numerous code scanners are now on the market, many including open source modules and used world-wide.  Most of the SQL injection scanners are “probably” 4D4 and are often integrated into all-in-one tools.  Chinese NSFOCUS is a leading supplier of such tools.

-Norm Lacroix observed that security is difficult to architect and has often been an afterthought.   As a result, we’ve been paying the price for that over the past 20 years.  He did point out that SQL fuzzing is not caught by 4D4 because there is no evading of detection in looking for lack of protection measures – this does not bypass them.  Mara Tam and Ryan Speers pointed out that some tools do go further and evade countermeasures.
-Jose Colon mentioned that other countries have published lists of affected products and issued licenses for some, but noted that typically their industries are much smaller than the infosec industry in the US.  He also mentioned that other countries in WA are tiring of US complaints about these regulations.
-Dave Robertson suggested that trying to find a simple, bright line to classify products is not likely to succeed.
 
-Follow-up: This presentation was informational in nature and no specific follow-up actions were proposed or required.


Technical Challenges for IC Interconnects:  Trinh Van from Intel presented an update on modern semiconductor fabrication with an emphasis on the interconnection layers.  She explained that contemporary IC manufacturing is divided into Front End (creating transistors), Back End (on-chip interconnection – “metal layers, trenches, vias”), and Far Back End (packaging).  CMOS generations through 45nm have used dry photo lithography with 248nm light sources.  Newer silicon processes employ 193nm light sources and eventually moved to immersion litho techniques.  Different interconnect layers are defined by different feature sizes and pitch.  Over time, the cost of finer pitch adds significantly to overall fabrication cost.  The next big change in fabrication employs EUV light sources at 13.5nm and while expensive (tool cost, required operation in vacuum, operating cost) it does permit one-step litho and one-step etch.  One advantage of multi-step operations is that the wafer never leaves vacuum, reducing movement and handling exposures.  Trinh also mentioned that optical proximity correction (OPC) is now widely used in both front end and back end processes.  
-Joe Young asked if the number of metal layers is useful as a control parameter and Dave Robertson indicated that it’s no longer a meaningful distinction.
-Steve Lita pointed out that the lowest level interconnect layers now need the best litho capability while higher level interconnects can use older litho tools.  
-Several members suggested that interconnect is not a good control chokepoint.
-Trinh said that EUV is not required for the latest generations but ultimately it will improve cost.
-Noel Matchett asked if there were significant differences between military and commercial devices, and radiation hardness (SER mitigation) was offered as one possibility.

-Follow-up: This presentation was informational in nature and no specific follow-up actions were proposed or required.


HPC Market and TOP500 List:  Henry Brandt presented a summary of the latest (November 2017) TOP500 list showing the highest performance HPC systems currently in use.  He noted that these are self-reported, so there are presumably some systems which are comparable in performance that are not represented on the list.  China continues to have the number one and two systems, with the US, Japan, and Switzerland rounding out the top 10.  The long term trend of nearly three orders of magnitude improvement per decade continues, but at a slightly slower pace.  As before, the market is almost completely based on the Linux operating system and x86 microprocessors.  The use of accelerators (primarily GPUs) now encompasses nearly a quarter of the systems, and industry standard Ethernet and InfiniBand are used by more than three-quarters of the systems.

The traditional HPC market focuses on simulation and growth has slowed when compared to the “hyperscale” market.  Hyperscale refers to the massive computing complexes of online providers such as Amazon Web Services, Google, Facebook, Baidu, Tencent, etc.  More and more of the IT hardware capability is directed at the massive (hundreds of thousands of servers) needs of these giants.  Analytics, machine learning, and deep learning continue to influence the computing capability across the IT market – this is the biggest growth opportunity now.

Classical vector supercomputers are no longer in new production, the last having been NEC’s SX-ACE from 2014.  Market forces have caused NEC to shift to an accelerator model, much like the common implementation of GPUs as add-in cards in commodity servers.  As a result, controls on vector computers will effectively apply to existing installed as well as used systems, but no longer reflect any new product activity in the industry.  

ARM microprocessors have long dominated mobile platforms (every cellphone has at least one) and have steadily improved to the point where there are now multiple ARM server-class processors beginning to show up in early adopter installations.  The software ecosystem supporting them is improving at a rapid pace and the expectation is that ARM processors will contribute to continued improvements in price/performance, even as Moore’s Law and Dennard Scaling have already ceased to provide easy gains.

-Follow-up: This presentation was informational in nature and no specific follow-up actions were proposed or required.

The open session was adjourned at 12:30 PM.
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