Regulations and Procedures Technical Advisory Committee
December 11, 2018
Open Session - Minutes

Keith Melchers, chair – Welcome and introductions.
Hillary Hess, BIS Regulatory Policy Division – Published Regulations
Enumerated rules published since last meeting (9/26/18 – 11/19/18).

Work Groups
Technology Controls – Jeff Rittener
Proposal to BIS to create a Trusted Deemed Exporter program in discussion. Reviewing Advance Notice of Proposed Rulemaking (ANPRM) on emerging technologies to prepare comments.

Encryption – Ed Gillespie
Support proposal by Information Systems Technical Advisory Committee (ISTAC) idea to eliminate reporting on encryption controlled only for anti-terrorism reasons. Reviewing 2017 list of reform priorities submitted to BIS Under Secretary and Wassenaar Arrangement 2019 proposals.

Compliance and Enforcement – Janelle Gamble
Continuing dialogue with the Office of Export Enforcement.

Military Controls – Janelle Gamble

Priorities for 2019 are Defense Trade Advisory Group (DTAG) and RPTAC collaboration, Foreign Military Sales exception issues, “600 series” license processing, and collecting data on provisos.
Practices and Procedures – Dennis Farrell 
Partnering with other groups to support their efforts.

Multilateral Controls – Anne Marie Griffin
Looking forward to proposed cyber intrusion rule and working with Encryption Group on Wassenaar Arrangement proposals.

Automated Export System (AES) – Adrienne Braumiller
Looking forward to proposed rule on routed transactions and replacement for Option 4 post-departure filing.

Rich Ashooh, Assistant Secretary for Export Administration – BIS Update
Thanked the RPTAC “for continuing to be our force multiplier.” Discussion of Advance Notice of Proposed Rulemaking (ANPRM) on emerging technologies (those that are not currently multilaterally controlled, may be new or not previously evaluated for control), beginning with noting that the deadline for comments on the ANPRM has been extended to January 10, 2019. Noted its impetus in the Export Control Reform Act and that BIS intended to impose only controls that were necessary, essential to national security and specific.  An estimated quarter of emerging technologies are generated by the government, a significant difference in scale from the past.  BIS plans to publish an ANPRM regarding foundational technologies (e.g., likely designated EAR99 and probably has been reviewed for control) in early 2019.
Kiesha Downs – Census Bureau
Notice of Proposed Rulemaking on routed transactions is deemed significant by OMB; Census is working with SBA and will need State and DHS concurrence.  Coordinating with BIS’s proposed rule.  Schedule B changes are expected in January 2019, with information released as it is available.  Census plans joint webinars with CBP officers to address issues of concern such as those related to U.S. principal party in interest or port of export.
Presentations by the Public
Bill Root, Consultant – Emerging Technologies 

The public comment addressed emerging technologies in the historical context of U.S. export controls.  The written comment is attached.
Robert Rawls – Customs and Border Protection (CBP)
No change to AEI pilot effort on post-departure filing. Anticipating issuance of a proposed rule on the Electronic Export Manifest for ocean/air/rail and a pilot for trucks.  Mr. Rawls is retiring.  He introduced his successor, David Garcia.
Keith Melchers
Proposed meeting dates for 2019: 3/12, 6/4, 9/17, and 12/10.  Adjourned open session.
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December 7, 2018

From:

Bill Roor, billroot23@gmail.com; tel. 517 333 8707

Subject:
Review of Controls for Certain Emerging Technologies RIN 0694-AH61

My overall response (Recommendation #1) to the November 19 Federal Register Advance Notice on Proposed Rulemaking (ANPRM) request for comments on criteria for identifying and controlling emerging technologies that are essential for national security; per section 1758 of the Export Control Act of 2018 (ECRA), is that there is no need to supplement the existing CCL, which has covered  emerging technologies since 1949 and then refined those controls as they have emerged into practical applications. 

Criteria should limit controls to those technologies for which the positive impact on US national security by decreasing foreign military capability exceeds the negative impact on US national security by adversely affecting U.S. production capabilities. The National Defense Authorization Act (NDAA) section 1793 requires the Secretary of Defense and the Director of National Intelligence to report on US national security technology capability advantages compared with “near peer” nations. The ANPRM states goals of:

updating the export control lists without impairing national security or hampering the ability of the U.S. commercial sector to keep pace with international advances in emerging fields;

and

effective controls ... that avoid negatively impacting U.S. leadership in the science, technology , engineering, and manufacturing fields.

Any export control inherently includes such negative impacts. In the past, such negative impacts have clearly exceeded positive impacts of reducing foreign capabilities in industries such as machine tools.

Recommendation #2
Revise the November 19 ANPRM to require that determinations to control emerging technologies take into account the report required by NDAA Section 1793. 
Criteria for identifying and controlling emerging technologies should be positively selective, rather than simply catch-all plus release, which is the result of the word “not” in ECRA section 1758(a)(1)(B) re emerging technologies. 
Recommendation #3
Revise the ANPRM to include a positive list of eligible emerging technology topics along the lines of Attachment 1.
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The U.S. unilateral catch-all plus release definition of “specially designed” converts hundreds of ECCNs numbered to indicate multilateral control to unilateral controls. Those words now serve no useful purpose.

Recommendation #4
Delete now the definition of “specially designed” from both the EAR and ITAR and delete later the use of“specially designed” and similar expressions (other than “required”) from all US export controls after securing multilateral agreement to delete them from multilateral regimes.
The CCL includes many unilateral AT-only ECCNs, which consist of controls which were removed from multilateral NS controls with U.S. agreement (often in response to U.S. advocacy).  

Recommendation # 5

Delete AT-only ECCNs.
CCL EAR99 includes 28 portions which explicitly require (LR), or do not require (NLR), export licenses to various different countries for reasons other than national security.

Recommendation #6 

Convert EAR99 portions numbered 1-27 in Attachment 2 to ECCNs, leaving only the 28th “not elsewhere specified” “(n.e.s.)” portion in the revised EAR 99 as an eligible topic for emerging technologies. 

Temporary controls in ECCNs xx521 and in USML category XXI on emerging technologies have not amounted to much in the past and are highly unlikely to amount to much in the future, despite the first statutory basis therefor in ECRA.  The temporary periods for the three listed now in 774 Supplement No. 5 have all expired.

Recommendation #7
Delete ECCNs xx521; 774 Supplement No. 5; and USML Category XXI
List of Attachments:

1
Positive List of Eligible Emerging Technology Topics

2
27 Current Portions of EAR99

3
Anomalies in ECRA Section 1758 to be Remedied in first ECRA Amendment

4
Anomalies in ANPRM to be Remedied in Proposed Rule to Follow

5
Modest Results of Previous Efforts to Control Emerging Technologies.


Attachment 1  Positive List of Eligible Emerging Technology Topics

(omits Short Supply Unilateral ECCNs)

“600 series” y sub-items and 9x515.y

Crime Control ECCNs excluding FC1 and UN multilateral

0A978, 0A979. 0A981, 0A982, 0A983, 0E982, 


1A984, 1A985, 


3A980, 3A981. 3D980, 3E980


4A980, 4D980, 4E980


9A980

Russian industry sanctions 0A998, 6A991, 8A992, 8D992, 8D999, 8E992, 746 Supplement 2

Depleted uranium 1A290

Graphite 1C298

Vaccines 1C991

Generators for nuclear plants 2A290, 2D290, 2E290

Nuclear equipment 2A291, 2D290, 2E290 

EAR99 28th portion in Attachment 2 (1-27 are all elsewhere described)  


Attachment 2 28 Current Portions of EAR99
EAR99.01
Food, medicines (defined in 15 CFR 772.1), whether or not gift parcels 740.12(a)(2)(i)(B) or ship and plane stores: 740.15(b)(3)(ii,iii), 740.15(c)(3)(ii, iii) and 740.18, 744.7(b)(3)(iii,iv) 




NLR Cuba, Iran, North Korea (except luxury food), Sudan, Syria, Crimea:




(Cuba per 746.2(a)(1)(vi, viii, xii, xiv); 




Iran per 31 CFR 560.405(d), 530, 532, 533; 




North Korea per 15 CFR 746.4(a) and (c)(5) but LR for luxury food; 




Sudan per OFAC general license and omission from 742 Supp 2(c);




Syria per 746.9(a) and (b)(4). 




“Medicines” are




LR Crimea

EAR99.02
Agricultural commodities other than food 15 CFR 740.18




NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea, 




(Cuba per 746.2(a)(1)(xii) NLR;

Iran per 31 CFR 560.405(d), 530, 532, 533, and Appendix B LR but not prohibited;




Sudan per OFAC general license and not in 742 Supp 2(c) NLR.

EAR99.03
Medical devices Under the Trade Sanctions Reform and Export Enhancement Act of 2000, medical devices may not be prohibited but are subject to one year license requirements.




NLR Sudan; LR Cuba, Iran, North Korea, Syria, Crimea:




(Sudan per OFAC general licnese and not in 742 Supp 2(c) NLR.)

EAR99.04
Consumer communication devices to Cuba or Sudan eligible for License Exception CCD per 740.19

NLR Cuba, Sudan; NLR Crimea if publicly available software to enable personal communications over the Internet, otherwise LR; LR Iran North Korea, Syria




(Cuba 746.2(a)(1)(xiii) NLR

Sudan 15 CFR740.19 over-rides 15 CFR 742 Supplement 2(c)10, 11, 13, 24, and 25 NLR.




Crimea 15 CFR 746.6(a)(1) NLR)
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EAR99.05
Items to Cuba eligible for License Exception SCP per 740.21

NLR Cuba; LR Iran North Korea, Syria; Crimea, conditional NLR Sudan, 

(Cuba per 746.2(a)(1)(xiv) NLR; Sudan NLR per OFAC general license unless listed in 742 Supplement 2(c))

EAR99.06
Items normally sent as gifts between individuals per 15 CFR 740.12(a)((2)(i)(B) or as humanitarian donations per 740.12(b) and 740 Supplement 2

NLR Cuba, Iran, North Korea, Sudan, Crimea; LR Syria; conditional NLR Sudan,




(Cuba 746.2(a)(1)(vi) NLR;




Iran 31 CFR 560.506 or 560.210(b) NLR;




North Korea 746.4(c)(3) except luxury goods NLR;

Sudan eligibility for GFT not conditioned by 740.2(a)(6); so GFT over-rides relevant portion of 742 Supplement 2(c)(16) requirement for license to Sudan




Crimea 746.6(c)(3) NLR)

EAR99.07
Aircraft and vessel ship and plane stores other than food and medicines (AVS 740.15(a, f) and aircraft parts and components in 740.15(b,c) are omitted from EAR99 subECCNs, because, per 9A991 and 9A515, there are no EAR99 aircraft or spacecraft or their parts or components) AVS 15 CFR 740.15(b) (omits fuel)

NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea  




(Cuba 740.2(a)(1)(x) NLR




Sudan 740.2)a()6( does not apply NLR(

EAR99.08
Aircraft and vessel ship and plane stores other than food and medicines AVS 15 CFR 740.15(c) and fuel (EAR99 because oil export controls deleted, not in AVS)

NLR Sudan; LR Cuba, Iran, North Korea, Syria, Crimea  




(Sudan 740.2)a()6( does not apply; fuel not in 742 Supp 2)c( NLR(

EAR99.09
Vessel temporary sojourn  AVS 15 CFR 740.15(d)

NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea  




(Cuba 740.2(a)(1)(x) NLR

Sudan AVS over-rides 742 Supp 2)c()16( NLR conditioned by E:1 entries in 740.15)d()1()i, ii(, )d()2()v,vi,vii(, )d()3()iv(, )d()4()v,vi,vii((

EAR99.10
Cargo in-transit  AVS 15 CFR 740.15(e)

NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea  




(Cuba 740.2(a)(1)(x) NLR




Sudan omitted from 736.2)b()8()ii( NLR(
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EAR99.11
Spacecraft launch  AVS 15 CFR 740.15(f) (D:5 includes Sudan)

LR Cuba, Iran, North Korea, Sudan, Syria , Crimea , R15

EAR99.12
Journalistic activity 740.9(a)(2)(viii) 




NLR Cuba, North Korea, Sudan, Syria, Crimea; LR Iran




(Cuba per 746.2(a)(1)(i) NLR;




Iran per 31 CFR 560.519 LR but not prohibited;




North Korea 746.4(c)(1) NLR;




Sudan not in 740.2(a)(6) NLR;




Syria 746.9(b)(1) NLR.




Crimea 746.6(c)(1) NLR)

EAR99.13
In transit from other than Canada 15 CFR 740.9(b)(1)(i,ii,iii)(not to E:1 per (ii))

LR Cuba, Iran, North Korea, Sudan, Syria, Crimea, R15

EAR99.14
In transit from Canada 15 CFR 740.9(b)(1)(iv)

NLR Cuba and Sudan; LR Crimea, Iran, North Korea, Syria despite “any destination” in 740.9(b)(1)(iv), because omitted from 746 per 740.2(a)(6), 




(Cuba 746.2(a)(1)(ix) NLR;




Sudan not in 740.2(a)(6) NLR)

EAR99.15
Replacement parts 15 CFR 740.10(a)




NLR Cuba and Sudan; LR Iran, North Korea, Syria, Crimea




(Cuba 746.2(a)(1)(v) NLR;

Sudan not in 740.2(a)(6); none of the E:1 or D:5 exclusions from RPL in 740.10(a)(3) apply to EAR99 items  NLR)

EAR99.16
U.S. Government 15 CFR 740.11(b)




NLR Cuba, Iran, North Korea, Sudan, Syria, Crimea




(Cuba 746.2(a)(1)(vii) NLR;




Iran 31 CFR 560.539 NLR;




North Korea 746.4(c)(2) NLR;




Sudan not in 740.2(a)(6) NLR;




Syria 740.9(b)(2) NLR




Crimea 746.6(c)(2) NLR)
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EAR99.17
Baggage per 15 CFR 740.14(a-d)




NLR Cuba, Iran, North Korea, Sudan, Syria; LR: Crimea




(Cuba  per 746.2(a)(1)(vi) NLR;




Iran 31 CFR 560.210.d NLR;




North Korea per 746.4(c)(5) NLR;




Sudan 31 not in 740.2(a)(6) NLR




Syria per 740.9(b)(4) NLR)

EAR99.18
Baggage per 15 CFR 740.14(e) 




NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea, R15




(Cuba  per 746.2(a)(1)(vi) NLR;




Sudan 31 not in 740.2(a)(6) NLR)

EAR99.19
Baggage per 15 CFR 740.14(f), not to E:1 per (f)(1)




NLR Cuba; LR Iran, North Korea, Sudan, Syria, Crimea,




(Cuba  per 746.2(a)(1)(vi) NLR)

EAR99.20
Baggage per 15 CFR 740.14(g)  




NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea




(Cuba  per 746.2(a)(1)(vi) NLR;




Sudan not in 740.2(a)(6) NLR)

EAR99.21
Baggage per 15 CFR 740.14(h)




NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea




(Cuba  per 746.2(a)(1)(vi) NLR;




Sudan 31 not in 740.2(a)(6), limited by (h)(2)(ii) NLR)

EAR99.22
Permissive reexports of U.S.-origin spare parts for foreign made products not exceeding 10% of the value of the products 15 CFR 740.16(h)




NLR Cuba, Sudan; LR Iran, North Korea, Syria, Crimea




(Cuba 746.2(a)(1)(xi) NLR




Sudan not in740.2(a)(6), not to E:1 applies only to specified ECCNs NLR)

EAR99.23
Reexport U.S.-origin EAR99 commodities 10% or less of the value of the foreign-made product in which incorporated to E:1 or 25% to other than E:1 734.4(c,d)




NLR 10%; Iran, North Korea, Sudan, Syria; LR >10%,




NLR 25% Cuba, Crimea; LR >25%   
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EAR99.24
Operation technology and software and sales technology 15 CFR 740.13(a,b)




 NLR Cuba, North Korea. Sudan, Syria;  LR Iran, Crimea, R15




(Cuba per 746.2(a)(1)(ii, iii) NLR;




North Korea 746.4(c)(4) NLR:




Sudan not in 740.2(a)(6) NLR;




Syria 746.9(b)(3) NLR)

EAR99.25
Software updates 740.13(c)




NLR Cuba, Sudan, Syria; LR Iran, North Korea, Crimea, R15




(Cuba 746.2(a)(1)(iv) NLR;




Sudan not in 740.2(a)(6) NLR;




Syria 746.9(b)(3)
 

EAR99.26
Oil or gas Schedule B numbers and descriptions in 746 Supplement 2 to Russia per 746.5(a)(1) and LR for all EAR99 to Russian entities listed in 744 Supp 4 only if used in 746.5 projects




NLR Sudan, LR Cuba, Iran, North Korea, Syria, Crimea, Russia 




(Sudan: items not included in 742 Supplement 2(c) NLR

744 Supplement 4 Achim Development, CJSC VANKORNEFT. Daltransgas OAO, Druzhba AO, Gaz-Oil OOO, Gazprom, Lazurnaya, OJSC, Rosneft RN, Surgutneftegas, Vostokgazprom, Yamalgazinvest,Yuzhni-kirinskoye Field, Rosneft)

EAR99.27
End-use and end-user license requirements in EAR part 744 




LR for specified end-uses or to end-users wherever located

EAR99 28
All EAR99 items other than those identified in EAR99.01 to .27 above are not elsewhere specified in the EAR:




NLR Sudan; LR Cuba, Iran, North Korea, Syria, Crimea


Attachment 3 Anomalies to be Remedied in ECRA Section 1758
1758(a)(1)

The President shall establish and, in coordination with the Secretary (of Commerce), the Secretary of Defense, the Secretary of Energy, the Secretary of State, and ... a regular, ongoing interagency process to identify emerging ... technologies that -

(A)
are essential to the national security of the United States; and

(B)
are not critical technologies described in clauses (i) through (v) of section 721(a)(6)(A) of the Defense Production Act of 1950, as amended by section 1703.

(There was no description of critical technologies in 1950. The relevant NDAA section 1703 amended the Defense Production Act in 2018. Clauses (i) through (v) of this new definition of “critical technologies” cite: 

(i) 
multilateral and unilateral USML; 

(ii) 
multilateral and RS unilateral portions of CCL; 

(iii) 
DOE 10 CFR 810; 

(iv)
NRC 10 CFR 110 (other Nuclear Suppliers Group (NSG) items are included in clause (ii)); and 

(v)
agents and toxins per 7 CFR 331, 9 CFR 121, 42 CFR 73 (other biological and chemical agents and toxins covered by Chemical Warfare Convention (CWC) or Australia Group (AG) are included in clause (ii)). 

Strangely. the “not” in (a)(1)(B) removes from emerging technologies eligibility almost all topics previously identified by the US as of NS significance while including in emerging eligibility those AT-only items which the US previously determined no longer were of NS significance.) 

(The biological agents and toxins listed in 7 CFR 331.3 as having the potential to pose a severe threat to plant health or to plant products, pursuant to the Agricultural Bioterrorism Protection Act of 2002, use terminology differing from that used by the much longer Australia Group and ECCN 1C351 lists. The terminology used in 9 CFR 121.3 and 42 CFR 73.3 is similar to Australia Group and ECCN 1C351; but there are, nevertheless, many differences. There is a clear need for the Materials TAC and the USG officials responsible for  7 CFR 331,     9 CFR 121, or 42 CFR 73 and their industry advisors to meet in order to determine the best way(s) to reconcile differences.)
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1758(b)(1):

Except to the extent inconsistent with the authorities described in subsection (a)(1)(B), the Secretary shall establish appropriate controls ...

((b)(1) makes clear that (a)(1)(B) omits such “critical technologies” not only from the identification process but also from the subsequent control process.)

1758(a)(2)(A)(ii, iii)

Intteragency process should be informed by information including classified information ...;

1758((f)(4)

Not fewer than half of ETRAC members should hold clearances for access to information per 1758(a)(2)(A)(ii, iii)

(DOC does not now explicitly control any technology based on its security classification. ITAR USML includes many classified items, including some for which the related commodities are on the CCL.  If DOC were now to control classified emerging technologies, exporters without clearance for access to that information and up to half of ETRAC membership would not know what is being controlled.)

1758(b)(2)(B)(i and ii); 

Give the Secretary of Commerce discretion to limit the new controls to listed countries and to potential end uses and end users; 

(The Secretary of Commerce already has such discretion and uses it in EAR parts 738 and 744.)
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1758(b)(2)(C)

Controls must, at a minimum, except for specified statutory or regulatory exemptions, apply to a country subject to an embargo;

1752 STATEMENT OF POLICY

1
... use export controls... only to the extent necessary -

1A
to restrict ... items ... which would prove detrimental to the national security of the United States; and

1B
to  ... further significantly the foreign policy of the United States ...

(Embargoes of Cuba, Iran, North Korea, and Syria (and the Crimea portion of Ukraine) are the epitome of foreign policy controls, rather than national security controls. Expired EAA section 6 authorized foreign policy controls separately from section 5 national secuirity controls. But ECRA:

1
refers to foreign policy as a secondary policy supporting national security policy;

2
contains no separate section authorizing foreign policy controls; and

3
includes no mention of foreign policy in section 1758(b)(1) authority to control emerging technologies which are essential to US national security.).

1758(b)(3)(A)

Under Executive Order 12981, expired EAA continues  to the extent permitted by law;

1758(c) MULTILATERAL CONTROLS

1
IN GENERAL. Secretary of State shall propose that technologies identified per 1758(a) be added to relevant multilateral export control regimes.  

2
ITEMS ON COMMERCE CONTROL LIST OR UNITED STATES MUNITIONS LIST -  If ... that regime does not add that technology to the control list during the 3-year period beginning on the date of the proposal, the applicable agency head may determine whether national security coneerns warrant the continuation of unilateral export controls with respect to that technology.
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EAA Section 5(c)(6)

Unilateral NS controls prohibited  absent a finding of no foreign availability or a proposal to add the unilateral coverage to multilateral controls.

(1758(c) logically supersedes expired EAA 5(c)(6). ANPRM should specify which agency is  “applicable” in 1758(c)(2). If item is on CCL, agency should be Commerce, because it would be returning to emerging technologies list per 1758(b)(1). The “applicable agency head” would normally also be the Secretary of Commerce because ECRA authorizes only Commerce to control emerging technologies. However, if, per the heading of 1758(c)2, the item is on the USML, the “applicable agency head” would be Secretary of State, even though 1758(a)(1)(B)(i) removes all USML from emerging technologies.)

In other words, 

the “not” in 1758(a)(1)(B) coupled with 1758(b)(1) clarify that the new Commerce emerging technology controls mandated by ECRA are to be completely separate from existing USG controls other than EAR unilateral controls;

but

the details of 1758 (b)(2)(B) applicability to specific countries and specific end-uses and end-users are spelled out in great detail in existing controls; 

and

inclusion of emerging technologies in embargoes per 1758(b)(2)(C) requires merger with existing embargoes;

and. 

proposeals for multilateral control of emerging technologies per 1758(b)(3)(A) and 1758(c) involve 

1
complying with ECRA policies for existing controls and fulfilling US declared international obligations per 1752(1)(B);

2
carrying out obligations and commitments under multilateral  export control regimes per 1752(2)(E); and

3
participating in multilateral organizations and agreements per 1752(4,5,6,7);

and

inclusion in emerging technologies of classified information per 1758(a)(2)(A) and 1758(f)(4) would leave the vast majority of exporters in the dark as to what is controlled, as is now the case for existing ITAR controls on classified information.. 


Attachment 4 Anomalies in November 19, 2018 ANPRM
FR page 58201 bottom of left column

... emerging technologies ... have not yet been evaluated for their national security impact.

(ECRA 1758 does not define “emerging technologies.” The above is as close as the ANPRM comes to a definition.  However, it fails to define anything.  ECRA 1758(a)(1) removes all of USML and all of multilateral CCL and RS unilateral CCL from emerging technology eligibility. AT-only and EAR99 are the principal portions of the unilateral CCL not thereby removed from emerging technologies.)

(AT-only ECCNs consist of items which were removed from COCOM and Wassenaar controls but retained on the CCL. Therefore, they were evaluated for their lack of national security impact.)

(Attachment 2 shows that 27 portions of EAR99 are “elsewhere described” in the EAR and are controlled for specified reasons other than “national security.” Therefore, only the 28th remainder is actually “not elsewhere specified” and eligible as a topic for identifying emergency technologies.)

.

FR page 58201 top of middle column

This ANPRM seeks public comment on criteria identifying emerging technologies that are essential to U.S. national security, for example, because they have potential conventional weapons, intelligence collection, weapons of mass destruction, or terrorist applications or could provide the United States with a qualitative military or intelligence advantage. ... the interagency process ... is anticipated to result in ... new ECCNs on the CCL. 

(For the past 70 years, the United States added emerging items of potential  military significance to its export control lists and periodically raised control thresholds so as to keep enforcability realistic as the technologies emerged into practical applications.  “Military significance” is a lower bar than “essential to national security.” It is doubtful that evidence would exist to support a finding that any emerging ... technology , i.e., not yet with practical applications, has the potential to become “essential to national security.” “Military significance” is so close to what has occurred reasonably well over so many years that there is considerable doubt that the statutory planned expansion of controls based on emerging ... technologies would add very much to Commerce controls. Indeed, it would logically lead to deletion of AT-only controls.)
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FR page 58201 bottom of middle column

ECRA Section 1758 authorizes Commerce to establish appropriate controls, including interim controls...

USML XXI

(a)
Any artic1e not enumerated on the U.S. Munitions List may be included in this category until such time as the appropriate U.S. Munitions List category is amended. ...

(b)
Technical data ... and defense services ... directly related to the defense articles covered in paragraph (a) of this category

NDAA section 1793 Defense Technologies Critical to US Maintaining Superior Military Capabilities

a
Not later than 180 days after the date of the enactment of this Act, the Secretary of Defense and the Director of National Intelligence and .. . shall _

a1
jointly ... review ...  key national security technology capability advantages, competitions, and gaps between the United States and “near peer” nations ...

b
... identify ...

b1
key United States industries expected to be critical in maintaining a national security technology capability ...

(ECCNs xx521 and USML category XXI already provide place holders for emerging technologies not yet evaluated for permanent control.  There is now only one entry in eaeh of 0A521, 0C521, and 0E521in 774 Supplement 5 and the deadlines for establishing appropriate controls expired long ago.

(Neither ECRA nor the November 19 ANPRM recognize the relevance of USML XXI and NDAA 1793. Criteria should be added to emerging technologies regulations to determine which agency is “applicable” in ECRA 1758(c). Otherwise a 4-way turf battle could be waged among DOC, DOS, DOD, and DNI.


Attachment 5 Modest Results of Previous Efforts to Control Emerging Technologies.
On September 12, 13, and 14, former BIS Asssitant Secretary Kevin Wolfe and two co-authors published in the Daily Bugle a three part analysis of the new ECRA. This analysis included: 

BIS has always had the authority to impose unilateral controls on items for national security reasons.

However, about 40 years ago, the Export Administration Act was amended to add section 5(c)(6), which explicitly prohibited unilateral NS controls absent a finding of no foreign availability or a proposal to add a unilateral item to multilateral controls. That EAA section was used as the basis for the most drastic deletion of unilateral controls since 1949, namely, removal from the CCL of all industries and all chemicals except those on separate lists of uncontrolled industries and chemicals. All the numerous “600 series” ECCNs added to the CCL since 2009 were controlled for RS1 as well as NS1 reasons. This was because NS1 alone was not legally adequate to control the unilateral portions of transfers from the USML to the CCL. RS1 was added to evade the EAA section 5(c)(6) limitation on use of NS1. ECRA section 1758(c)(2) continues EAA section 5(c)(6) in a slightly modified form.  However, ECRA 1758(a)(1)(B) removes CCL unilateral RS ECCNs from items which can be identified as emerging technologies. The November 19 ANPRM.should be revised so as to resolve this inconsistency.

About 40 years ago “CCL” in the EAR stood for “Commodity Control List.” before it was changed to “Commerce Control List.” The addition of technologies to multilateral controls was conditioned by several US allies “to the extent permitted by national legislation.” Even in the United States debates continue as to whether export control of unclassified technology is constitutional. 

It was also about 4 decades ago that Fred Bucy, CEO of Texas Instruments (TI), published a document advocating control of production technology rather than the commodities being produced. Cynics noticed that TI was annoyed that a US competitor was considering exporting IC production technology which would adversely affect TI’s IC export market. But there was substantial support among export controllers for the Bucy thesis. CIA had published a finding that, whereas US IC export controls had not prevented the USSR from acquiring IC production equipment, that equipment was often not used effectively, because of no human assistance from the exporters.  ICs had become so common that Commerce could not enforce controls on exports of all products containing them.  Indeed, liberalization of those export controls is the only known example of Commerce deconotrol of an item without prior DOD concurrence. Multinational companies headquartered in the U.S. became greatly worried that technology controls would require licenses to transfer technology among their numerous branches in many countries. For this reason, ICOTT (Industry Cooperation re Technology Transfers) was born, and still exists. 


Attachment 5 page 2

The EAA was amended to add section 5(d) requiring preparation of a list of militarily critical technologies. A few Militarily Critical Technology Lists (MCTLs) were prepared under DOD contracts. But MCTLs were soon discontinued because they had not been used to revise US export control lists. Personnel negotiating control list changes had access to a broader range of experts than did the MCTL contractor.

There was also much interest in describing controlled technologies in technical terms, rather than just “required” for development, production, or use of controlled commodities.  ECCN 9E003 on technologies for gas turbine engines was revised on this basis after lengthy inter-agency and COCOM negotiations. No other ECCN has been similarly revised during the past 40 years.

 ISTAC has successfully advocated annual increases for many years in computer performance control limits based on technology trends. The October 24, 2018 Federal Register implementation of Wassenaar changes records the most recent increase in “Adjusted Peak Performance”(“APP”) from exceeding 16 Weighted TeraFLOPS (WT) to exceeding 29 WT. There is no other item similarly regularly revised because of technology updates. 

A supplementary control list based on emerging technologies would, by definition, be handicapped in attempts to follow the computer precedent. The definition of “emerging” excludes “already emerged.” Technology trends are much more likely to be identifiable through demand by users than by academic research of potential capability as contrasted with proven capability. 
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